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Phishing Attacks on the rise

Top Two Initial Attack Vectors for Data Breaches Top Three Raising Attacks

Stolen or

compromised 49%

credentials of respondents have

seen an increase in
phishing aftacks

Phishing 16%

Costliest Initial Attack Vectors 2023 Thales data threat Report Global Edifion

Source: Weripon 2025 Data Breach Investigations Heport, 168 2025 Cost of 2 Oata Bresch Bepart

Malicious Insider

54,90m

Phishing
S4.76m

Business Email Compramiss
S4.6Tm

Stolen or compromised credentials
54.62m
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Phishing-Resistant Authentication: Be prepared for the new norm

iE @

MAY 12, 2021

Executive Order on Improving the
Nation’s Cybersecurity

“Federal agencies must require
their users to use a phishing-
resistant methods, FIDO2, PIV and

derived PIV to access agency-
hosted account”,

** e

* *
, enisa m

EUROPEAN
* + LIMIOMN AGEMNCY

* +* FOR CYBERSECURITY

“Avoid using SMS and voice
calls. Instead consider deploying
phishing-resistant tokens such as

smart cards and FIDO2 security
keys,

YBERSECURITY &
INFRASTRUCTURE

ECURITY AGENCY

“Enforce phishing-resistant MFA
to the greatest extent possible™

CISA Guidance on Phishing-
Resistant and Number Matching
MFA,
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-059a
https://www.cisa.gov/news-events/alerts/2022/10/31/cisa-releases-guidance-phishing-resistant-and-numbers-matching
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.enisa.europa.eu/news/enisa-news/joint-publication-boosting-your-organisations-cyber-resilience

z

Critical Piece of Zero Trust

Foundation of Zero Trust

Application Workload
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Visibility & analytics
Automation & orchestration

Governance
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Combined PKI and FIDO worlds

From any device Digital signature (PKI)

Physical access control Email/file encryption

(PKI)

Compliance Strong authentication

PUBLIC KEY INFRASTRUCTURE

[

" G FID02
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PKI CBA & FIDO Authentication

THALES

Building a future we ca

n all trust

> PKI CBA > FIDO
»  Strong Authentication, Digital Signature, » Use Case: Authentication
Encryption »  Public Key Cryptography

Phishing Resistant »  Phishing Resistant

Central Issuance / Verifiable Trust Chain . Native OS/browser support

Enforceable PIN policies . Fast Deployment

Secure Channel encryption

Thales Trusted Cyber Technologies
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FIDO vs. PKI

FIDO U2F & FIDO2

Use Cases Windows Logon Authentication to Web services supported with
VPN FIDO Mobile, Tablets and Desktop
e-Signing
Encrypt/decrypt Windows Logon (Azure AD)
Ecosystem Certificate Authority FIDO Server/ IDP or any web service that
Minidriver/ MW supports WebAuthn
CMS
Management Full environment support for organization Mostly aimed for B2C market. B2B market is
Features to manage his PKI devices evolving but still lacking all the management
and administration features supported in PKI
Supported Windows, Linux, Mac, Mobile OS (with the Windows 7 (U2F), Windows 10, Mac
Platforms supported MW) Android 7, iOS 13.3
T H /\ L Ell S This d it t be 'oduced, modified, adapted, blished, franslated, i Th°|e§ T\:\;Jhs'Ied <':Ybe;rli'rreg'hri°bgires third party without th L it t of THALES © 2025 THALES. All right: ed
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Follow a Hybrid Approach to Go Passwordless

The Strategic Value of Different Flavors of Authentication Token

Hold steady.
® Unsound. Disinvest. Be cautious about
new investments.

Good for new
investments.

i
promises a universal, standardized m

approach to passwordless authentication,

but in at least the near term,
will be needed.

Mabile Push @

QOB Message IE'

BOR Voics @

Allan Ant, Gartner IAM Summit, March 2023, “Go Passwordless Whenever You Can Wherever You Can”

Gartner

- Out-of-Band (OOB)

Gartner

THALES
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Limitations of PKI Security in supporting Cloud and Mobile Access

PKI authentication cannot be easily used
for cloud applications

PKI authentication cannot be easily
used on mobile devices

PKI security schemes are limited to legacy
use cases and Gpphco’nons (VPN)

TH/\LES ‘ - A _ Thales Trusted Cyber Technologies
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FIDO2 - Fast Identity Online

FIDO Universal Second Factor (FIDO U2F),

FIDO Universal Authentication Framework
(FIDO UAF) specification

Client to Authenticator Protocols (CTAP)
Specification

W3C’s Web Authentication (WebAuthn)
specification (CTAP being complimentary)

hitps://fidoalliance.org/specifications/downl
oad/

W3C Standard:

iy b BROWSER
Web Authentication

JS API*
L I —-

OPTION 1: INTERNAL
On-device AUTHENTICATOR
Authenticator®

PUB. T NTVGH ICEAIS B FIDO AUTHENTICATION iy L —— —— 1
| | E APPLICATION
e =099

P ———
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OPTION 2: ==
External Authenticator 20 =—900®

Client To Authenticator Protocol®

1 FIDO SERVER
e —eee
w '_.-"' | L1 "1 .'.".I

] lae—aa
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FIDO Adoption, Complexity? Why NOT FIDO

> Complexity & Cost

»  FIDO is arguably less complex & costly than existing
MFA methods!

lexit H
Compehgéicos > Legacy systems?

Legacy Systems! »  FIDO is built into all operating systems and integrated
into browsers, web servers, online services, and SSO

User resistance! systems.

Lack of Standard implementations! > Stubborn Users?

v If Legacy means Username/password...

Not enough management control!

> Standards?

»  FIDO has been around since 2013

»  More applications are integrating FIDO every day

> Management Control?

»  We'll come back to this!!

T H /'\ L E S Thales Trusted Cyber Technologies
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FIDO Deployment Pain Points

Enterprises Challenges to deploy FIDO in their organization

Configuration Management IDP Registration/ Revocation Hybrid IT / Ecosystem

How to manage a persistent security How to use non-FIDO applications?

Multiple IDPs deployed

policy? . Users' self-service is a pain How to combine with physical
How fo associate a FIDO key fo a How fo revoke a FIDO key 2 accesse
usere

How to unblock a FIDO key?

L DN

Vs S0/

BLOG- https://cpl.thalesgroup.com/blog/access-management/deploying-fido-security-keys-best-practices

THALES
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FIDO Adoption, Compliance Why FIDO

> Prevents Credential Phishing

»  FIDO and PKI are the only non-proprietary MFA
methods that prevent malicious actors from tricking

Moving the U.S. Government Toward Zero users into revealing authentication secrets.
Trust Cybersecurity Principles, M-22-0922,

> izati I have it.
which included requirements for the federal Organizations already have i

»  FIDO is built into all operating systems and integrated
into browsers, web servers, online services, and SSO

government to implement phishing-resistant
MFA. systemes.

> It is a minimum consideration for Zero Trust
efforts.

» Phishing-resistant authentication is a foundational
capability in building zero trust maturity.

Source: CISA Phishing-Resistant Multi-Factor Authentication (MFA) Success Story: USDA’s
Fast IDentity Online (FIDO) Implementation

T H /'\ L E S Thales Trusted Cyber Technologies

Building a future we can all trust This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in part or disclosed to a third party without the prior written consent of THALES © 2025 THALES. All rights reserved.



https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf
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Why FIDO?

s STrong Security in Authentication

* Asymmetric Public Key Cryptography
e Possession Based Authentication

Anti Phishing

* Keys bound to a domain; if fake, authentication fails

mmm revent MIM (Man in the Middle Attacks)

» Keys stored locally in the FIDO device
e Eliminates dependence on server-side credentials

S SiMple fo set up and use

aaaaaaaaa

o e Single gesture, password removed or replaced by PIN
o * Open standards, no infrastructure to deploy

T H /0\ L E S Thales Trusted Cyber Technologies
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FIDO Reference Implementation

Search

America’s Cyber Defense Agency —

NATIONAL COORDINATOR FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE

Topics v Spotlight Resources & Tools ~ MNews & Events v Careers v About v Mational Council of Statewide Interoperability Coordinators

Home [ Resources& Tools [ Resources [ Phishing-Resistant Multi-Factor Authentication (MFA) Success Story: USDA’s Fast IDentity Online (F._. SHARE: o b A in

PUBLICATION

Phishing-Resistant Multi-Factor Authentication
(MFA) Success Story: USDA’s Fast IDentity Online
(FIDO) Implementation

Publish Date: November 20, 2024

RELATED TOPICS: CYBERSECURITY BEST PRACTICES, PARTMERSHIPS AND COLLABORATION, MULTIFACTOR AUTHEMTICATION

: 4
»
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Centiral Management

Thales helps organizations whatever their deployment or migration approach

| Decentralize FIDO
key life cuycle
' Deployment approach — 5
- .p u. PP Self-Service Driven Admin Driven ;
Migration |, '
T AT O a7
¥ ".I ¢ ". \
Qo) (&) u‘* '..Qudw-ﬂu-“*
‘\\_____,f' '\h______, u__ H; iEiDe 1\____ ____,/; e O .'..ro
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ranager Hysiem P LINATTEDS DISTRIBUTION - SCOPE
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FIDO2.1 and Thales FIDO Enterprise Features

Unblock FIDO keys

78

Enforce User Manage FIDO keys
Enforce PIN change Verification

IQPrime Fido P g%
Manage ' Change PIN

Discoverable SERLIIIL Reset the FIDO key
Credentials

Define Minimum PIN Manage Reset

ﬂﬁ length
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Go Beyond the Standard: Benefits of Thales FIDO Enterprise Features

Managed Mode Configure Services Unblock FIDO Key
@ @ Allow List %
N v No need to delete all the
v Allow the organizationto + Allow the organization to information from the key if the
manage FIDO key policies with limit the device usage to the PIN is blocked
additional administration layer preferred web services « Perform online or offline

Ensure persistent
Manage Reset PIN Length

‘ N \ v FIDO keys containing valuable |:| | | \/AIIOW'PIN.pollcy.cccordmg fo
| organization policy

end-user information are protected v In managed mode, only dllowed

against malicious or unintentional .
deletion ||oerstr);]meI can reconfigure the PIN
eng

THALES

we can all trust This document may not be reproduced, modified, adapted, published, franslated, in any way, in whole or in part or disclosed to a third party without the prior written consent of THALES © 2025 THALES. All rights reserved.




LI1111177777 77777

Full PKI/FIDO Key life cycle Management

|dentity PKI & FIDO
Provider(s) Management AIS o FINHIDE

IDP System Authenticators

1 1ssuE 2 ACTIVATE 3 USE Ly REVOKE

O

=5 =5 i -

User

DR

Operator

User Operator
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FIDO Key Manager- Client Utility

n SafeMet FIDO Key Manager

THALES

< )
User View

SafeNet eToken Fusion NFC PIV

AAGUID : c3f47802-de73-4dfc-ba22-671fe3304f90
Version : FIDO_2_1

Status : Managed by admin

PIN : Configured

PIN retries remaining : 8

View allowed websites

Manage credentials

Change PIN Reset FIDO Key

Copyright © 2024 Thales Group

THALES
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Admin v -- D¢

Update admin PIN
Configure allowed websites
Manage reset

Set PIN length

Force PIN change

Bulk configuration

Unblock a user’s FIDO key

» -

Version 1.4.1.0
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SYNERGY: Get the best of CBA and FIDO worlds

From any device
(Mac, Windows desktop, mobile phones)

Digital signature

Physical access control

Compliance

p

PUBLIC KEY INFRASTRUCTURE

"8FID02

__).-4‘:"1
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Thales TCT Offers Federally-Focused Solutions to Mitigate Risk

SECURITY

» FIPS140 certified

» Strong Cryptographic Libraries
« Secure Supply chain

ECOSYSTEM SUPPORT

» |dP Compatibility

« CMS Compatibility

+ Both FIDO & PKI Support on all
(N

VENDOR TRUST

« Trusted U.S. Supplier

« SIPR and NIPR

* Long Product Lineage

THALES

COMPLIANCE

* FIPS201, PIV-D
* FIPS 140

« AAL3

o Zero Trust

STANDARDS & FEATURES

JC / GP / Security

FIDO

CSP/PIV/FIDO

Thales Enterprise Features

Procurement Flexibility
+ Extremely Competitive Pricing
» Flexible (perpetual, subscription)

we can all trust This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in part or disclosed to a third party without the prior written consent of THALES © 2025 THALES. All rights reserved.




Thales FIDO2 Authenticators Benefits

Best in Class
Security By
Design

* Phishing-resistant

*Thales Own FIDO
crypto libraries

*Thales Conftrolled
Manufacturing cycle

THALES

Building a future we can all trust

Same key for
mulfiple tasks
and devices

*Login to web apps
and Windows session

* PKI Certificate-Based
Authentication, digital
signature , email
encryption

*Login from muiltiple
devices : mobile,
laptops and desktops

* Physical access with
smart card

Facilitate user
adoption

* Fingerprint on smart
card

* Sensitive presence
detector on USB key

Thales Trusted Cyber Technologies

Simplify
compliance

e U2F and FIDO2
certified

*FIPS and CC certified

e Comply with US Fed
and EU cybesec
regulations

Long life
duration

e Robust, hard molded
plastic, tamper
resistant

*No usb ports
damaged thanks to
sensitive presence
detector

e Support for firmware
updates for better
maintenance and
upgradability

This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in part or disclosed to a third party without the prior written consent of THALES © 2025 THALES. All rights reserved.
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Additional SafeNet Offerings based on certified platform

> CAC > PIV, Fusion, ID Prime 930
» FIPS 140-3, FIPS 201, GSA Certifications in » FIPS 140-3, FIPS 201, GSA Certifications in
process process
» Available through DMDC » Samples available upon request
S SIPRNet SC450 & SC230 » Available through Standard channel
f I - AN2009

T H /\ L E S Thales Trusted Cyber Technologies
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Combining PKI & FIDO = Thales Fusion Tokens & Cards

IDPrime Fido ERAER)

:'. ' 3
__SE
s\t

~ IDPrime FIDO Bio NFC ))) THALES

hitps://www.thalestct.com/identity-access-management/fido-fusion-trial/
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