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Phishing Attacks on the rise
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Phishing-Resistant Authentication:  Be prepared for the new norm

“Enforce phishing-resistant MFA 
to the greatest extent possible” , 
CISA, Feb 2023
CISA Guidance on Phishing-

Resistant and Number Matching 
MFA, CISA, Oct 2022

“Federal agencies must require 
their users to use a phishing-
resistant methods, FIDO2, PIV and 
derived PIV to access agency-
hosted account”, EO14028, May 
2021

“Avoid using SMS and voice 
calls. Instead consider deploying 
phishing-resistant tokens such as 
smart cards and FIDO2 security 
keys, 
ENISA , Feb 2022

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-059a
https://www.cisa.gov/news-events/alerts/2022/10/31/cisa-releases-guidance-phishing-resistant-and-numbers-matching
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.enisa.europa.eu/news/enisa-news/joint-publication-boosting-your-organisations-cyber-resilience
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Critical Piece of Zero Trust
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Compliance 

Physical access control

From any device Digital signature (PKI) 

Email/file encryption 
(PKI) 

Strong authentication

Combined PKI and FIDO worlds
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PKI CBA & FIDO Authentication

PKI CBA
 Strong Authentication, Digital Signature, 

Encryption

 Phishing Resistant

 Central Issuance / Verifiable Trust Chain

 Enforceable PIN policies

 Secure Channel encryption

FIDO
 Use Case: Authentication

 Public Key Cryptography

 Phishing Resistant

 Native OS/browser support

 Fast Deployment
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FIDO vs. PKI

PKI FIDO U2F & FIDO2

Use Cases • Windows Logon
• VPN
• e-Signing
• Encrypt/decrypt 

• Authentication to Web services supported with
FIDO Mobile, Tablets and Desktop

• Windows Logon (Azure AD)

Ecosystem • Certificate Authority
• Minidriver/ MW
• CMS

• FIDO Server/ IDP or any web service that 
supports WebAuthn

Management 
Features

• Full environment support for organization 
to manage his PKI devices

• Mostly aimed for B2C market. B2B market is 
evolving but still lacking all the management 
and administration features supported in PKI 

Supported 
Platforms

• Windows, Linux, Mac, Mobile OS (with the 
supported MW)

• Windows 7 (U2F), Windows 10, Mac
• Android 7, iOS 13.3
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Follow a Hybrid Approach to Go Passwordless

Allan Ant, Gartner IAM Summit, March 2023, “Go Passwordless Whenever You Can Wherever You Can”
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Limitations of PKI Security in supporting Cloud and Mobile Access

PKI authentication cannot be easily used 
for cloud applications

PKI authentication cannot be easily 
used on mobile devices

PKI security schemes are limited to legacy 
use cases and applications (VPN)
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FIDO2 – Fast Identity Online

FIDO Universal Second Factor (FIDO U2F),

FIDO Universal Authentication Framework 
(FIDO UAF) specification

Client to Authenticator Protocols (CTAP) 
Specification

W3C’s Web Authentication (WebAuthn) 
specification (CTAP being complimentary)

https://fidoalliance.org/specifications/downl
oad/ 
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Complexity & cost!

Legacy Systems!

User resistance!

Lack of Standard implementations!

Not enough management control!

Complexity & Cost
 FIDO is arguably less complex & costly than existing 

MFA methods!

Legacy systems?
 FIDO is built into all operating systems and integrated 

into browsers, web servers, online services, and SSO 
systems. 

Stubborn Users?
 If Legacy means Username/password…

Standards?
 FIDO has been around since 2013

 More applications are integrating FIDO every day

Management Control?
 We’ll come back to this!!

FIDO Adoption, Complexity? Why NOT FIDO
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FIDO Deployment Pain Points

Configuration Management

How to manage a persistent security 
policy?
How to associate  a FIDO key to a  
user?
How to unblock a FIDO key? 

IDP Registration/ Revocation

Multiple IDPs deployed
Users' self-service is a pain
How to revoke a FIDO key ?

Hybrid IT / Ecosystem

How to use non-FIDO applications?
How to combine with physical 
access?

Enterprises Challenges to deploy FIDO in their organization  

BLOG- https://cpl.thalesgroup.com/blog/access-management/deploying-fido-security-keys-best-practices
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Moving the U.S. Government Toward Zero 
Trust Cybersecurity Principles, M-22-0922, 
which included requirements for the federal 
government to implement phishing-resistant 
MFA.

Prevents Credential Phishing
 FIDO and PKI are the only non-proprietary MFA 

methods that prevent malicious actors from tricking 
users into revealing authentication secrets.

Organizations already have it. 
 FIDO is built into all operating systems and integrated 

into browsers, web servers, online services, and SSO 
systems. 

It is a minimum consideration for Zero Trust 
efforts. 

 Phishing-resistant authentication is a foundational 
capability in building zero trust maturity. 

FIDO Adoption, Compliance Why FIDO

Source: CISA Phishing-Resistant Multi-Factor Authentication (MFA) Success Story: USDA’s 
Fast IDentity Online (FIDO) Implementation

https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf
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Why FIDO?

• Asymmetric Public Key Cryptography
• Possession Based Authentication  

Strong Security in Authentication  

• Keys bound to a domain; if fake, authentication fails

Anti Phishing 

• Keys stored locally in the FIDO device
• Eliminates dependence  on server-side credentials 

Prevent MIM (Man in the Middle Attacks) 

• Single gesture, password removed or replaced by PIN
• Open standards, no infrastructure to deploy 

Simple to set up and use 
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FIDO Reference Implementation 
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Central Management



17

FIDO2.1 and Thales FIDO Enterprise Features 

Ensure appropriate 
usage (Services Allow 

List)

Manage Reset

Unblock FIDO keys

Manage  FIDO keys

Define Minimum PIN 
length

Enforce PIN change
Enforce User
Verification

FIDO 2.1 Standard

Thales FIDO 
Enterprise Features

Manage 
Discoverable 
Credentials

Change PIN 
Reset the FIDO key

Ensure persistent PIN 
length
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Go Beyond the Standard: Benefits of Thales FIDO Enterprise Features

Managed  Mode Configure Services 
Allow List

Unblock FIDO Key 

Manage Reset 
Ensure persistent 

PIN Length

✔Allow the organization to 
limit the device usage to the 
preferred web services

✔No need to delete all the 
information from the key if the 
PIN is blocked 

✔Perform online or offline

✔Allow PIN policy according to 
organization policy

✔In managed mode, only allowed 
personnel can reconfigure the PIN 
length 

✔FIDO keys  containing valuable 
end-user information are protected 
against malicious or unintentional 
deletion 

✔Allow the organization to 
manage FIDO key policies with 
additional administration layer
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Full PKI/FIDO Key life cycle Management

Identity 
Provider(s)

IDP  

PKI & FIDO 
Management 

System
FIDO or PKI/FIDO 
Authenticators
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FIDO Key Manager- Client Utility

User View

Admin View
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Compliance 

Physical access control

From any device 
(Mac, Windows desktop, mobile phones)

Digital signature 

Email/file encryption 

Strong authentication

SYNERGY: Get the best of CBA and FIDO worlds
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VENDOR TRUST
• Trusted U.S. Supplier
• SIPR and NIPR
• Long Product Lineage

COMPLIANCE
• FIPS201, PIV-D
• FIPS 140
• AAL3
• Zero Trust

ECOSYSTEM SUPPORT
• IdP Compatibility
• CMS Compatibility
• Both FIDO & PKI Support on all 

OS

Procurement Flexibility
• Extremely Competitive Pricing
• Flexible (perpetual, subscription)

STANDARDS & FEATURES
• JC / GP / Security
• FIDO
• CSP/PIV/FIDO
• Thales Enterprise Features

SECURITY
• FIPS140 certified
• Strong Cryptographic Libraries
• Secure Supply chain

Thales TCT Offers Federally-Focused Solutions to Mitigate Risk
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Thales FIDO2 Authenticators Benefits 

Best in Class 
Security By 
Design

•Phishing-resistant
•Thales Own FIDO 
crypto libraries
•Thales Controlled 
Manufacturing cycle

Same key for 
multiple tasks 
and devices
•Login to web apps 

and Windows session
•PKI Certificate-Based 

Authentication, digital 
signature , email 
encryption

•Login from multiple 
devices : mobile, 
laptops and desktops

•Physical access with 
smart card

Facilitate user 
adoption
•Fingerprint on smart 

card
•Sensitive presence 

detector on USB key 

Simplify 
compliance
•U2F and FIDO2 

certified
•FIPS and CC  certified
•Comply with US Fed 

and EU cybesec
regulations

Long life 
duration 
•Robust, hard molded 

plastic, tamper 
resistant 

•No usb ports 
damaged thanks to 
sensitive presence 
detector 

•Support for firmware 
updates for better 
maintenance and 
upgradability 
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Additional SafeNet Offerings based on certified platform

CAC
 FIPS 140-3, FIPS 201, GSA Certifications in 

process
 Available through DMDC 

SIPRNet SC650 & SC230

PIV, Fusion, ID Prime 930
 FIPS 140-3, FIPS 201, GSA Certifications in 

process 
 Samples available upon request
 Available through Standard channel 
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Combining PKI & FIDO = Thales Fusion Tokens & Cards  

https://www.thalestct.com/identity-access-management/fido-fusion-trial/



Jim Dickens
Senior Product Manager

443-484-7046

Jim.Dickens@ThalesTCT.com
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