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737

of enterprises reported an
increase in threats

497

of organizations reported
being breached sometime in

g Source:
their history
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Navigating'New Threats and
Overcoming Old-Challenges
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Data Breaches are still a HUGE Problem

m During Q1/2023 6.41 million data records were
leaked in worldwide data breaches

m During 2023 over 353 million individuals were
affected by data compromises

m Data breach is expensive - global average in 2023
- $4.45 million

m Data breaches often lead to the loss of customers
- decrease in sales

277 DAYS

Average days it takes for a breach to be
detected and contained

(Ponemon Institute)
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World’s Biggest Data Breaches & Hacks

https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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SIEM/UEBA Solutions Don’t Nail It

Raw data logs

SOC teams are inundated with unprioritized alerts in cryptic

SQL statements

~2B

SIEM m SOC teams are faced with billions of audit events

--------------- . m SIEM/UEBA reduce audit events to thousands of alerts - number is still
too high to handle by security teams

m SIEM/UEBA produces alerts on any abnormal behavior, which is not

~10,000 security teams time

I |

I |

I |

| :

|

I o . e e -
. A A A necessarily a security incidents - many false positives - waste of
] [ |

| -

| l

: SIEM alerts daily |

4 m SIEM/UEBA doesn’t know how to identify data related high-risk
incidents (doesn’t understand SQL language, for example) - misses real

alerts (many false negatives
‘ ’>€A | AAAA ~5,000 (many 8 )

2 - A 0 alerts ignored daily m SIEM/UEBA alerts are unexplainable since there is no understanding of
1
1

SOC

the context between data risk events

—— o — —— - o - —

Only 10%
of alerts are investigated daily
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Imperva Data Risk Analytics (DRA) Protects your Data

~2B
Raw data logs opbpl Audit events processed

SIEM

User behaviors

B

App and API access

~276 Data Risk Analytics
Alerts

processed daily

patterns

SOC

alerts ignored daily
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100%
of alerts are investigated daily

imperva | THALES

Imperva Data Risk Analytics (DRA) uses Al/ML to analyze, prioritize,

and group high-risk incidences into risk-related insights to elevate

the capabilities of your IT and security staff

Built based on Imperva 20+ years of data security domain expertise
Tested on real data of hundreds of Imperva customers

Detects bad security practices that might be exploited by attackers as well as
real data breaches - Ongoing risk reduction

Doesn’t alert on any abnormal behavior, only on the ones that might indicate
a data breach

Looks for insider attackers - malicious, compromised and careless - which are
extremely difficult to detect

Detects incidents across the data kill chain - to hermetically protect that data

Doesn’t need any information on the organization from the customers -
everything is learnt independently by DRA

All risk incidents are prioritized

All incidents are explained in simple English and with all relevant context

This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in part, or disclosed to a third party without the prior written consent of THALES © 2024 THALES. All rights reserved.



DRA Flow

Data Activity Monitoring Data Intelligence Incident Detection
(Agent/Agentless) A
=<t M
R ML anomaly
[Cos] |[[tos] |[LoG] Entity intelligence detection ﬁ%?

— — N Attack
[Cos] |[Cos] |[CoG] ML models to f\f patterns
' ' — understand ‘
N N N TR Baseline
[.LOG| [.LOG| [.LOG]|
| | ] |
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Data Intelligence - Entities Identification

Leverage machine learning to understand the environment

m Receives data from ETL

m Automatic learns entities in the organization

Actor
Classification
Application Interactive User
Account {ﬁr;"
e 70} -OR-
Classification
Service Account Personal Account
Table aTT."
e L. a -OR -
Classification

imperva | THALES

Metadata
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Data Intelligence - Profiling

Creates the baseline based on last few weeks of data

m The daily average of DB records accessed by each user and their peers

m The daily average of DBs accessed by each user and their peers

m For each user - does he access sensitive system tables? What tables?

m For each host - who are the users that usually use it

-
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Incidents Detection

Two Types of Detection

Risk reduction Breach detection

m Bad security practices m Behavioral analytics

m Active attacks

(%]
9
2 1 2 3
©
S Learn Profile Users Activity Identify Suspicious Data Activities
_rc>0 Learn the entities in the Create a behavior profile for each Identify users operating differently from their
& organization user behavior profile \
* *

(%]
2 &
)
< 2 Pattern Based Detection Auto-prioritize High-risk Incidents Actionable Insights

A series of user actions that resembles attack Machine learning and statistical models Interpret & prioritize security
techniques and practices events

-
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Detecting Incidents Along the Kill Chain

» ) 4 1 )

Recruitment or

. Reconnaissance Exploitation Data Access Exfiltration
Compromise
m System tables scan m  Open command shell m Service account misuse
m Massive DB scan ®m  Machine takeover m Retrieve many records
m  Many login attempts m  Commands sequences not aligned m  Access business critical data

with user role

\_ J
Y

General Signs

m  Workin non-standard hours
m Use dynamic SQL

-
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DRA detection models

4 Hours update intervals 24 Hours interval update

(Near-Real-Time ETA 2025)
m Active Attack on Database - Audit Tampering

m Active Attack on Database - Command Execution m Database Access at Non-standard Time

m Active Attack on Database - Credentials Extraction m Database Service Account Abuse

m Active Attack on Database - Data Exfiltration m Excessive Database Record Access

m Active Attack on Database - Database Weaponization m Excessive Failed Logins

m Active Attack on Database - Malware Deployment m Excessive Failed Logins from Application Server

m Active Attack on Database - OS File Read m Excessive Multiple Database Access

m Active Attack on Database - Privilege Escalation m  Machine Takeover

m Active Attack on Database - Ransomware m Suspicious Application Data Access

m Suspicious Database Command Execution
m Suspicious Dynamic SQL Activity

m Suspicious OS Command Execution

m Suspicious Sensitive System Tables Scan

-
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Today’s Siloed Approach Does Not Deliver A Clear Data Risk Picture

Countless hours and resources invested in navigating through systems and interfaces

01010
101001
010

Posture-Based
Indicators

Data Discovery &

Classification Indicators

Does not connect risk indicators and
context

S
@

Behavioral

to construct a view of the data risk landscape

/
~
O 31010 ‘

101001 Syste.. ,Vess/

101001
010

User Permissions
Configs

Inaccurate risk scores lead to
ineffective prioritization of incidents

Vulnerability
Assessment

=6

Encryption

3rd Party Context
Status

Attack vectors are often missed —
leaving the organization vulnerable

imperva THALES
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Organizations Usually Focus on a Subset of Risks

Particularly Those They Can Manage

CRTRCOR RS

Database access Active attack on Excessive failed Known Active attack on Excessive DB DB contains Active attack on
at non-standard DB credentials: logins vulnerabilities DB: Priviege records access sensitive DB: Exfiltration
time Extraction Escalation unencrypted data

Risk Score: $6

-
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Combines key data risk indicafors into an actionable
view, using a unified solution to help you understand
where and why your data is af risk to quickly address

aftack vectors.

Imperva™ Data Security Fabric
Data Risk Intelligence

First GA — Q4 2024
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Data Risk Intelligence: Delivering High Accuracy Risk Scoring

3: A customized risk score 4: Incidents are prioritized, and suggested
aligned to the organization is courses of action are delivered. Users can drill
presented down for deeper investigation.
/
Risk Score Presentation @ Pr'o.”“zed :
/ ) Actionable Insights
— 2. Acquired information is
==[ Risk Score Calculation weighted and combined
L Customized Weight per Indicator
System Access/ —=
01010 71010
101001 101001

1: Data, Risk Indicators,

and Context are acquired ) %
from multiple sources

Posture-Based Behavioral Discovery & Vulnerability User Permissions
Indicators Indicators Classification Assessment Configs

3 Party Context

-
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Data Source Risk Score

2

Posture
Indicators

2 Weighted
Posture Analysis

Score

II%@

Behavioral
Indicators

= /N 2
DB Importance DB Importance
Indicators i Factor
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Organization Risk Score

Organizational
Risk Score

Amplifier

All Database Risk Score

() n m

Data Risk
Score

N

Data Risk Data Risk
Score Score

Data Risk
Score

Data Risk
Score

=== E==

Data Sensitive Data

-
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Bring Together Posture and Behavioral Indicators

Posture Indicators

Static indicators identify policy violations or attack
vectors commonly used by threat actors.

Behavior Indicators

Dynamic indicators that identify deviations from normal
behavior for early threat detection.

Vulnerabilities Active Attacks on Databases

Common CVEs | Insufficient Audit | Default User not removed

Audit Tampering | Command Execution | Credential Extraction |
Data Exfiltration | Etc.

User Permissions Misconfigurations Suspicious Scans

Excessive permissions | Excessive access grants | How long ago were they granted |

. Sensifive system table scans
User account access elevated to service account

Coverage

Suspicious Logins

Number of databases monitored as total

Multiple Failed Logins | Excessive Failed Logins from App. Server

Sensitive Data

Suspicious Command Execution

Data sources with sensitive data

Operating System | Dynamic SQL Activity

Encryption Suspicious DB Access Scenarios

Data sources encryption status

Application Data Access | Excessive Data Access | Machine Takeover | Etc.

...and more

@ ({0 ‘ @ ‘

imperva THALES
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Customize Risk Score - According to Organization’s Practice

Indicator Data Source Interim Organization
Statistics Importance Risk Score Risk Score

Indicators

@ B—0—6—06

Data Risk 'Indico’rors Data Source Weokés’r Link

Risk Score Risk Score Risk Score

Adjustable weights based on importance preference.

MY
—

-
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Not All Data is Created Equal

imperva

Types of Data

Structured

/ N N [ N
gigiol aigial gloiol
101010 101010 101010
agigial alol agigiol
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Unstructured

=

 Tr———

Organized in fixed fields and
formats, typically stored in
relational databases (e.g.,
spreadsheets, SQL tables)

THALES

@
o @85

Semi-structured

Lacks a predefined format or
schema, making it harder to search
and analyze (e.g., emails, PDFs,
videos)

This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in part, or disclosed to a third party without the prior written conse
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Contains some organizational
properties but doesn't fit neatly into
tables (e.g., JSON, XML, NoSQL
databases)
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of data breaches involve unstructured data
sources like file shares, email attachments,
and collaboration platforms *
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The Importance of Monitoring Unstructured Data

= Over 80% of enterprise data is unstructured

76% of IT leaders say they don’t have complete visibility
into where sensitive unstructured data lives*

@

o)

®

High Risk of Leaks

Unstructured data often contains sensitive information (e.g., personal datq,

trade secrets, financial information) that can be easily exposed in the
event of a breach

Compliance and Legal Risks
Regulations like GDPR, HIPAA, CCPA, and PCI DSS require organizations to
secure sensitive data, much of which resides in unstructured formats (e.g.,
emails, contracts, health records)

Visibility Challenges
Unlike structured data (e.g., databases), unstructured data is scattered
across multiple locations, including endpoints, file shares, collaboration
tools, and cloud services

Insider Threats
Employees or contractors can unintentionally (or maliciously) expose or
misuse unstructured data stored in shared drives, emails, or local machines

Missed Opportunities

Unstructured data is not just a security liability — it can be a strategic asset
if managed properly; if left unsecured or unmonitored, businesses lose
opportunities to leverage valuable insights

This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in part, or disclosed to a third party without the prior written consent of THALES © 2024 THALES. All rights reserved.
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https://www.businesswire.com/news/home/20220201005967/en/New-Research-from-Nexthink-Indicates-IT-Leaders-Lack-the-Visibility-Needed-to-Create-a-Positive-Digital-Employee-Experience

AP Ry amazon SQL

il i=

Windows Network
Drives (SMB)

4 ® A4 ©° a -

OneDrive _ \

L]
b=l ;
w

Amazon S3 Azure Blob NAS over CIFS or SMB

Azure File Shares

SharePoint Online

Linux Network Drives
(SMB and SSH)

4

Gmail for Google
Workspace

MacOS Network
Drives (SMB and
SSH)

>

Email archives

Google Drive for
Workspace

ss slack

Slack archives

salesforce

{.}

JSONL streaming
data

Unstructured data lacks consistent metadata, formats, or schemas, making it difficult for traditional tools to index, classify, or search
effectively
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Extending Data Activity Monitoring to Unstructured Data

Unstructured data that was previously unmonitored can now be effectively tracked and audited

Structured Data Activity Monitoring Unstructured Data Activity Monitoring

L]
10
(D] =)
]

Amazon S3 A NAS over CIFS or SMB

o

Google Drive for
Workspace

salesforce

Thales Data

Security Fabric r Google
orkspace

>4 st p opentext

Slack archives JSONL streaming data Livelink and Content

=l Ereliies (Technology preview) Suite

-
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High Level Roadmap

Q

File Activity Uncovering File Entitlement Proactive Threat Threat
Monitoring Sensitive Data Management Detection Response

L Q2 2025: GA

-
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Coverage & Timeline

QINE2S BN D b D b b ) $22025, > > ) > ) )08 2025 » Q4 2025*

Local storage
Windows

Local storage Linux

AGENT
MONITORING

Network storage NFS
Share

* AWS S3
Network storage
SMB/CIFS Share

salesforce S d | eSfO rce

M'.CrOSOﬁ 365 One * Microsoft Teams
Drive |

AGENTLESS
MONITORING

Microsoft 365
Exchange on-line

0 HWES>®

‘ Google Drive Microsoft Azure blobs

Microsoft 365
SharePoint on-line |

* Subject to changes based on customers' feedback
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FAM MVP - Immediate Data Security Value to your Organization

Data Security Fabric

. e = Discover and classify sensitive data

File activity monitoring Last 7 days h u Automatlca”y monitor dCCesses

607K . ) = Manage compliance

= Gen Al powered data security assistant to
streamline workflows

= Enrich audit with encrypted information

Read > Delete Write Rename 3

60.4K +: 205.1K 100K +:cc 140.5K -- 89.4K +:

Data sources [Top 5 xpand :I_:,‘: " . u S i m p I e & | ntu itive UX

Files accessed

I/ A I_' '._I. » i
, aYZLY \ oY )Y ANA AN
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Answering Auditors Questions

“Show me all attempts to access sensitive data in your files”

607K file audit
events in the last 7
days

408K successful
file events, and
199K failed file
events (i.e., user
was denied
access)

Events filtered by
most accessed
file source

imperva THALES

( File activity monitoring
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Successful and
failed audit events
over time

File activity
(create, read,
delete, write,

rename) over time
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Answering Auditors Questions

“Show me all files that fall under GDPR regulations”

Il srow |
hestogram 97,188 hits
Filter all files that have been classified as
being subject to GDRP regulations
?  Classificatios Inforsation.Profile: GDPR Action Category: READ Classification Informatios: {~Is_Seasitiwve™:true,"Profile”:["GDPR~]} Classification
Information.Is_Semsitive: true Encryption Information: {"Is_(TE_encrypted™:true,“wWas CTE_decrypted™:true} Encryptios Information.ls CTE encrypted: true —
Encryption Information.was_CTE_decrypted: true User Mame: John asset_id: linus-host-1 Action response: O5_PERMIT Action response code: 25 Awdit
Pelicy: policy_all_cperations Collecter service wversion: 7.7.0.9047 Event Tise: Dec 10, X234 @ 23:59:29.279 Failed Actions Count: @.000 File Extension: N/A
File Nase: systemd-private-38fceldlal8fddechdadcdiTocbif0l ) -na-¢ loud-setup. service-uigiDy Gatewsy Event Time: J024-12-18T23:59:10.7201 Geolocation: United
?  Classification Information.Profile: GDPR Action Category: READ Classification Information: {"Is_Semsitive™:true,“Profile”:["GOPR"]} Classification
Information.Is_Sensitive: true Encryption Information: (“Is_CTE_encrypted™:true,“was_C(TE_secrypted™:true} Encryption Information.Is _CTE_encrypted: true
Encryption Inforsation.was_CTE_decrypted: true User Mame: John asset_id: Lisu-host-1 Action response: OS_PERMIT Action response code: 25 Awdit
Policy: policy_all_sperations Collecter service version: 7.7.0.9847 Event Time: Dec 18, 2024 @ 23:59:210.179 Failed Actions Count: @.800 File Extension: N/A
File Nase: systesd-private-307celdlaldfdlechbdadcdBTecb8902)-nm-¢ loud-setup. service-2gzivh Gateway Event Time: I024-12-10T23: EE—
0 riassification Iaformstion {"Is_Sensitive™:true,“Profile™: [“GDPR™]}
7 Classification Inforsation.Profile: GDPR Action Category: READ Classification Imformaties: (=Is_Semsitive™:true,“Profile~;[=(
Information.Is_Semsitive: true Encryption Information: {"Is_CTE_encrypted™:true,“was_CTE_decrypted”:true} Encryption Informat X Collector service version 7.7.0.9047
Encryption Inforsation.was_CTE_decrypted: true User Mame: John asset_id: Linux-host-1 Action response: O5_PERMIT Action res 0 Eacryation Inforastion {"Is_CTE_encrypted™: true, “Was_CTE_decrypted™:true)
Palicy: policy_all_operations Collector service wersiom: 7.7.0.9047 Event Time: Dec 18, 224 @ 23:53:29.288 Failed Actions Cqg
File Nese: systesd-private-38fceldlalétdlechdad caiToObAFDD ) -ne~C Loud-setup. service-NcDTDD Gateway Event Time: I24-12-10T23:53:29.T2I Geolocatlon: Umited
?  Classification Information.Profile: GDPR Action Category: READ Classification Informatiom: {"Is_Sensitive™:true,"Profile”:["GOPR"]} Classification
Information.Is_Semsitive: true Encryption Inforsation: {"Is_CTE_encrypted™:true,“was_CTE_decrypted™:true} Encryptioa Information.ls_CTE encrypted: true
Encryption Information.sas CTE_decrypted: true User Mame: John asset_ld: linus-host-1 Action resposse: O5_PERMIT Action response code: 215 Awdit
Palicy: policy_all_operations Collector service version: 7.7.0.9847 Event Tise: Dec 10, 2004 @ 23:53:0.2179 Failed Actions Count: @.800 File Extension: N/A
File Mame: systesd-private-38fceldlaZdtddecbdadcdBTbcb89023-nm-c loud-setup. service-zbpkie Gateway Event Time: 1024-12-18723:53:29.7207 Geolocation: United Drill-down into file records to discover if they
¥  Classification Information.Profile: GDPR Action Category: READ Classification Informatiom: {“Is_Semsitive™:true,"Profile”:["GOPR"]} Classification are SenS|tlve and/or encrypted
Information.Is_Sensitive: true Encryption Information: (“Is_CTE_encrypted™:true,“was_(TE_secrypted™:true} Encryptiom Information.Is_CTE_sncrypted: true
Encryption Information.was_CTE_decrypted: true User Mame: John asset_id: Linux-host-1 Action response: O5_PERMIT Action response code: @ Audit {“Is_Sensitive”:true,”Profile: [“GDPR"]}
Policy: policy_all_operations Collector service wersiom: 7.7.0.9947 Event Time: Dec 18, 2024 @ 23:53:20.255 Failed Actions Count: 8.000 File Extension: N/A
File Nase: config Gateway Event Time: 2424-12-10T23:53:29.720I Geolocatiom: United States, Califormia, - Object Type: File Original Action: read_attr

{“Is_CTE_encrypted”:true..}
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Answering Auditors Questions

“Where are your sensitive HIPAA files physically located?”

a h

Data discovery and classification

Total scanned files Sensitive files distribution by country (Top 5)
52M total files > .
scanned 51.6M Total sensitive data Sensitive data profiles Chosen profiles: | 7 selected b Heat map visual Of
S = sensiive data
GDPR_PI GDPR HIPAA ——TFTT CCPA SECRET SHIELD types by
. " 330M > me _ = = 2 = L o geogrgphlc
L T location
/ Australia SO0 e i Lam 300w 2008 10
18M files found — | South Korea _ o - o o o -
with sensitive data — = - - e -
India 300K Fati i 00 TS0 M0 S 138 R

Distribution of
sensitive data by
classification

Sensitive files (Top 5) € Expand

Sensitive data sources (Top 5) % Expand Sensitive files distribution (Top 5) € Expand

A

/ Data source Sensitivity score « Profiles Profile Number of files s
TOp five sensitive doctor-portal-server ™ 92 - High HIPAA HIPAA I legal/to/dirl/file0.tx 748
file data sources

human-resources-sery | 88 - High HIPAR GDPR_FINANCIAL B documents/Tinancials/2022/plcsS.txt 19.IN

Hit count =

— Most accessed

finance-server |\ 83 - High GDPR  PCI SECRET & path/to/dir 3/dir2legal/file 329 txt 2M sensitive files
medication-manageme | 78 - High HIPAA GODPR_PIl . path/to/dir2 file2458.1x1 1.9M
patients-records-server M 61-Med GOPR GDPR_ID I documents/hr/employee_records/doc/.ixt oK
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GenAl Data Security Assistant

Based on GenAl and LLM

Assists in gathering information and insights on the audit data for compliance and security use cases

Simplifies reports and dashboards creation

Streamlines compliance and security tasks

Ask questions like... ...with follow-up actions

Can you list all policy violations? Save to report

Who are the users responsible for the violations?

Drill down to the data warehouse for more slicing and dicing
What specific policy violations were caused by Shiri? J

Get ideas
What is the file on which the violation occurred? of follow up questions J
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Files Monitoring High-Level Design

Thales Data Security Fabric Thales CipherTrust Manager

with CipherTrust Transparent Encryption (CTE) Agents
"y By Q. [0 &&
Z Z SN= 7o}

Sonar W Sonar K Sonar Playbooks Lifecycle Unified Settings FAM Application -
Finder Management Console I @ THALES -0 o I

Configuration

Audit

Agentless Gateway

| | |
—I_-) —I_-) —I_-)

2 ©

= @ O W o "

——

Filers Google Object Azure Blob AWS S3 Office 365
(EMC, NetApp, Slack, Jira, Storage File Servers Direct Attached
GitHub, etc.) (Windows/Linux) Storage/Volume
- )
'
Agentless File Sources Agent Based File Sources

Customer’s Servers
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