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HSMs, the Root 
of (Zero) Trust
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HSMs are the Foundation of Trust, Securing the Keys to Your Data
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Luna HSMs Protect Traditional and Emerging Cryptographic Needs

Traditional Emerging
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Zero Trust Reference Architecture
A FIPS 140 Level 3 HSM is a foundational 
component to all pillars of ZT
 Protecting User identities at the PKI root

 Generating secure TLS keys for Network traffic

 Generating secure Device identities

 Protecting Workloads with secure code signatures

 Providing key material and entropy for Data encryptionId
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Luna T-Series
HSM Family
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Thales TCT Luna HSM Family

Luna Network HSM

Network-attached HSM that 
protects encryption keys used 
by applications in on-premise, 
virtual, and cloud environments

Typical use cases
PKI, SSL/TLS, Code Signing, Cert 
Signing & Validation, Doc Signing, 
Transaction Processing, DB 
Encryption, Smart Card Issuance

Luna as a Service

Cloud-based HSM delivered 
through XTec’s FedRAMP High 
authorized AuthentX Cloud

Typical use cases
Cloud Smart Root-of-Trust, 
Anchoring applications across 
multiple cloud providers

Luna PCIe HSM

Embedded HSM that 
protects cryptographic keys 
and accelerates sensit ive 
cryptographic operations

Typical use cases
Securing Custom Applications

Luna Tablet HSM

USB-attached HSM that is ideal 
for storing root cryptographic 
keys in an offline key storage 
device.

Typical use cases
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Why Choose Luna T-Series HSMs 

Address compliance requirements with FIPS 140-2 
L3 and CNSS Approval

Keys and certificates automatically generated 
and stored in hardware

Quantum Enhanced Keys generated using 
onboard Quantum RNG 

CNSS approval for TCT HSMs on National 
Security Systems

NCCoE reference architecture for TLS Server 
Certificate Management

Trusted supplier to U.S. Govt.

U.S. Foundation (development, manufacturing, 
personnel, facilities)

Strong security practices

Ability to have multiple applications share the 
same hardware

Easy to add new applications – no new HSM 
required

Ability to cluster HSMs to avoid single point of 
failure

Out-of-the-box integrations with their 
applications

Existing integrations that align with 
partner’s future plans
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Announcing:
Luna T-Series
Mini HSM
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Luna T-Series at the Edge

Luna T-Series Tablet HSM
Launched: 28 Aug 2024

Luna T-Series Mini HSM
Launching: Winter 2025

7th Generation Crypto Module
Common Luna T-Series Platform

USB or Ethernet Connectivity
Modern Authentication Ready

Backup Configuration Available
Ruggedized Enclosure per MIL-STD-810H
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Planting Roots 
of Trust
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Roots of Trust Anywhere You Need One

CloudCore

On-
Premises

EdgeCloud
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Federal PKI & Credentialing

CAC and PIV credentials are built 
on HSM-rooted card management 
and identity systems

Luna T-Series HSMs are CNSS 
approved for use in national 
security systems PKI

CloudCore Hybrid
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CipherTrust Data Security Platform

Luna T-Series HSMs hold CipherTrust’s
master keys for higher assurance

Provides FIPS-validated QRNG or 
RNG, improving entropy for all keys

Supports both physical and virtual 
CipherTrust Manager appliances

CloudCore Hybrid Edge
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CSfC Deployments

Luna T-Series HSMs fulfill the Key 
Management Requirements Annex
specs for hardware roots of trust

Luna T-Series HSMs are CNSS 
approved for use in national 
security systems PKI

EdgeCore
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Post-Quantum Code Signing

Luna T-Series supports SP800-208
and CNSA 2.0 requirements for 
LMS, HSS, and ML-DSA

Facilitates a crypto agile 
approach to migrate to PQC

CloudCore Hybrid Edge
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Post-Quantum 
Cryptography
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NCCoE “Migration to Post-Quantum Cryptography” Project

NIST’s engagement with the community to address issues related 
to PQC migration

 Now the largest NCCoE project with >40 collaborators from government, industry 
and financial sectors

Thales was a founding participant in June 2022
 Thales HSMs one of six HSM vendors performing PQC interoperability testing (2023)

– Accelerated Thales TCT T-Series HSM release of pre-standards PQC in July 2023

– Results published in NIST SP 1800-38 (Draft)

Adding Thales PQC smartcards to interoperability tests in 2025 



21

Thales TCT & NSA Sign PQC 
Cooperative Research and 
Development Agreement (CRADA) 

CRADA for evaluating 
the NIST selected 
PQC algorithms when 
operating on an HSM

CRADA results will be used:
• By Thales TCT to accelerate PQC 

algorithm deployment
• Assist the Government and other HSM 

users in understanding the value of 
using PQC enabled HSMs to mitigate 
the quantum threat
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Premier Member of Post-Quantum Cryptography Alliance
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“Which” Quantum?

Quantum QKD

QRNGPQC

Quantum Computing
Computer that seeks to 
exploit the properties of 
quantum mechanics to 
speed up computing

Quantum Key Distribution 
Use of quantum physics 
to distribute keys

Quantum Random Number 
Generation 
Hardware random number 
generators used to generate 
nondeterministic randomness

Post-Quantum 
Cryptography (PQC)
Cryptographic systems 
that are secure against 
both quantum and 
classical computers (aka 
Quantum Resistant 
Algorithms (QRA))
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Anatomy of a Crypto Module

Standardized
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Standardized
Cryptography

Standardized
Cryptography

Standardized
Cryptography

Standardized
Cryptography
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Cryptography

Standardized
Cryptography

Standardized
Cryptography
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Prioritizing the PQC Transition
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HSMs Live in an Ecosystem
Cryptographic modules are apex products

Protocols and crypto need to be updated at both 
ends of an integration

Integrations at scale rely on standardized APIs

Many partners blocked by their dependencies, e.g.:
 Production quality open-source/COTS software crypto libraries

 Quantum-safe TLS 1.3 implementations

 Quantum-safe certificate authorities
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Luna T-Series HSM Roadmap

7.15.0
2Q2025
First release with standards-based 
PQC algorithms for application use:
• ML-DSA
• ML-KEM

FIPS 140-3 update for T-Series

7.15.1
4Q2025
Internal quantum-resistance:
• PQC-signed FW & SW updates
• Quantum resistant cloning

Luna T-Series Mini HSM

7.15.2
2026
External quantum-resistance:
• NTLS
• SSH, SFTP, REST
• Java, KSP, pycryptoki

Modern Authentication
• PED Replacement for MFA
• Quorum for Password Auth

FIPS 140-3 update for T-Series



Thank you!

Evan Pelecky
Senior Product Manager

Cryptographic Key Management
443-484-7076

evan.pelecky@thalestct.com
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