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CipherTrust Manager Deployment Options

On-
PremisesCloud Core Edge
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Hardware Security Module Options
CipherTrust k570 Built-in T-Series PCIe HSM

CipherTrust k170v/k470v

Removable Token HSMCipherTrust k160

Network-Attached HSM

Cloud HSM

CipherTrust k570
Built-in T-Series PCIe HSM 
FIPS 140 Level 3 certified

CipherTrust k160
Removable FIPS-validated or 
High Assurance Token HSM

CipherTrust k170v & k470v
Luna T-Series Network HSM

Luna as a Service HSM
AWS/Azure/IBM Cloud HSM

Holds master keys in a FIPS 140 Level 3 or High Assurance crypto module

HSM can be used to provide better key entropy via FIPS-validated RNG or QRNG
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CipherTrust Development

CipherTrust Data Security Platform

Thales Group

Thales TCT

Thales Group
• Leads primary development effort
• Sets release cadence and drives feature selection

Thales TCT
• Feeds federal requirements to Thales Group
• Adds CNSS & High Assurance roots of trust
• Contributes development for gov’t features
• Segregated U.S. proxy for federal customers

k570 (T-Series HSM)

k160 Std & HA
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CipherTrust
k160 Mk II
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CipherTrust k160 Evolution 

CipherTrust k160 Mk I
Launched: 06 Sep 2022

CipherTrust k160 Mk II
Launching: Winter 2025
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Multi-Cloud Key 
Management
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Take Control of Your Sensitive Data Across Clouds

Mitigate data security and privacy risks with separation
of duty between your data and your cloud provider

Centralize multi cloud key management for BYOK, 
HYOK and cloud native encryption keys across any 
combination of clouds and on-premises with single UI 

Increase efficiency with a single pane of glass 
view across regions, and automated key lifecycle 
management with a common set of APIs

Demonstrate compliance with data sovereignty 
laws and privacy regulations

U.S. Government 
Cloud Services

CipherTrust Cloud 
Key Management

On 
Premises

Private 
Clouds

Public 
Clouds
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Control: Zero Trust Governance – Keys and Secrets 

KMIP: Key management standard for storage 
and database encryption
Hundreds of integrations

BYOK: You provide your own keys
Providers have limited access for necessary operations

HYOK: Only you hold the keys
Providers cannot access your encrypted data

BYOE: You control encryption and keys entirely 
Providers aren't involved in encryption at all

Short-lived SSH Certificates: Use temporary SSH 
keys/certificates to simplify secrets management

Just-in-Time Credentials: Grant temporary access 
to eliminate standing privileges

Distributed Fragment Cryptography: Grant 
temporary access using cryptographic fragments

Keys (On-prem, Cloud & SaaS)
Key management for enterprise

Secrets (API Tokens, Keys & Certificates)
Secrets management for DevSecOps

AWS, Azure, GCP, OCI, OpenStack, VMware, Nutanix, HyperV
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Thales High Assurance Protection Strategies for Cloud

HighLow Customer Control

CipherTrust Cloud Key Management CipherTrust
Data Security platform

Cloud Native 
Encryption Services

Native Encryption 
with Tenant Isolation

Bring Your Own Key 
(BYOK)

Hold Your Own Key
(HYOK)

Bring Your Own 
Encryption (BYOE)

Keys created & 
managed by CSP

Basic key 
management 
capabilities for 

customer. Keys hosted 
by CSP

Keys created and 
managed by 

customer. 
Keys hosted in CSP

Create, manage & 
store keys outside of 
CSP. Managed by 

Customer

Create, manage & 
store keys outside of 

CSP. Keys & encryption 
managed by Customer

Cloud Encryption Shared Responsibility Spectrum
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Thales High Assurance Protection Strategies for Cloud

Native Encryption 
with Tenant Isolation

Bring Your Own Key 
(BYOK)

Hold Your Own Key
(HYOK)

AWS Key Ownership Models

Amazon Web Services (AWS) KMS

AWS CloudHSM

AWS XKS

AWS GovCloud
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Thales High Assurance Protection Strategies for Cloud

Native Encryption 
with Tenant Isolation

Bring Your Own Key 
(BYOK)

Hold Your Own Key
(HYOK)

Google Key Ownership Models

Google Cloud Platform CMEK

Google Cloud Platform EKM

Google Cloud Platform EKM UDE

Google Workspace CSE

for Confidential Computing
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Thales High Assurance Protection Strategies for Cloud

Native Encryption 
with Tenant Isolation

Bring Your Own Key 
(BYOK)

Hold Your Own Key
(HYOK)

Microsoft Key Ownership Models

Microsoft Azure Cloud

Microsoft Azure GovCloud

Microsoft Azure Managed HSMs

Microsoft Office 365
Double Key Encryption (DKE)



20

Thales High Assurance Protection Strategies for Cloud

Native Encryption 
with Tenant Isolation

Bring Your Own Key 
(BYOK)

Hold Your Own Key
(HYOK)

Oracle Key Ownership Models

Oracle Cloud Infrastructure

Oracle Cloud for Government

Oracle US Defense Cloud

Oracle National Security Regions
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Thales High Assurance Protection Strategies for Cloud

Native Encryption 
with Tenant Isolation

Bring Your Own Key 
(BYOK)

Hold Your Own Key
(HYOK)

Salesforce & SAP Key Ownership Models

Salesforce.com

Salesforce GovCloud Plus

Salesforce Sandbox

SAP Data Custodian
Coming in CM v2.20.0

Cache-only Key Service

Cache-only Key Service

Cache-only Key Service
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Post-Quantum 
Cryptography
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NCCoE “Migration to Post-Quantum Cryptography” Project

NIST’s engagement with the community to address issues related 
to PQC migration

 Now the largest NCCoE project with >40 collaborators from government, industry 
and financial sectors

Thales was a founding participant in June 2022
 Thales HSMs one of six HSM vendors performing PQC interoperability testing (2023)

– Accelerated Thales TCT T-Series HSM release of pre-standards PQC in July 2023

– Results published in NIST SP 1800-38 (Draft)

Adding Thales PQC smartcards to interoperability tests in 2025 
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Thales TCT & NSA Sign PQC 
Cooperative Research and 
Development Agreement (CRADA) 

CRADA for evaluating 
the NIST selected 
PQC algorithms when 
operating on an HSM

CRADA results will be used:
• By Thales TCT to accelerate PQC 

algorithm deployment
• Assist the Government and other HSM 

users in understanding the value of 
using PQC enabled HSMs to mitigate 
the quantum threat
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Premier Member of Post-Quantum Cryptography Alliance
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CipherTrust Manager PQC Phases 2025-2026

PHASE 1 PHASE 2
−

−

• Web/REST/UI/KMIP

• CDSP Connectors

−

−

−

• SSH & SMTP

−

• Public Networks

• Private Networks

−

−

• Encryption of 
sensitive data 
between CM and 
Agents

• Backup Files

−

−
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CipherTrust Manager v2.20 Introduces TLS PQC Support – Tech Preview

TLS Key Exchange Groups include a list of the key exchange algorithms that the system offers for the WEB interface 
during the TLS handshake. 

 By default, the following classic key exchange algorithms are enabled: 
– 'x25519', 'secp256r1', 'x448', 'secp521r1', 'secp384r1', 'ffdhe2048', 'ffdhe3072', 'ffdhe4096', 'ffdhe6144', and 'ffdhe8192’ 

 By default, the following post-quantum key exchange algorithms are disabled:
– 'X25519MLKEM768', 'SecP256r1MLKEM768', 'MLKEM1024', and 'MLKEM768’

NOTE: CM will prevent users from disabling common EC curves. At least one EC curve will remain enabled.  As PQC 
implementations mature, and support becomes widely available from browsers and HTTPS clients, this limitation will 
be removed.

 One of the following curves must stay enabled:
– ‘X25519’, ‘secp256r1’, ‘X448’, ‘secp521r1’, ‘secp384r1’



Thank you!

Evan Pelecky
Senior Product Manager

Cryptographic Key Management
443-484-7076

evan.pelecky@thalestct.com
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