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CipherTrust Data Security Platform

CipherTrust Manager

Key Management and Policies
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CipherTrust Connectors

Application

Discovery & Ransomware File-level Database
Data

Classification Protection Encryption Protection

Multi Cloud Enterprise Key Secrefts
Key Mgmt. Mgmft. Mgmt.

Protection

Discover Protect Control

T H /'\ L E S Thales Trusted Cyber Technologies

Building a future we can all trust This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in part or disclosed to a third party without the prior written consent of THALES © 2025 THALES. All rights reserved.




z

Ciphertrust Manager Centralizes Management Across the Connectors

Developer-
Centrall
0 O

manage keys friendly
o€ KeY \ / REST APIs

Role-based
O Multi-tenant
access

ipherTrust Mcmag’er

Enhanced / \
FIPS 140
O O

auditing .
and reporting compliant
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Ciphertrust Data Security Platform Use Cases

CipherTrust. Manager
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Discovery & Data DevSecODs Enterprise Multi Cloud
Classification Protection P Key Mgmt. Key Mgmt.
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CipherTrust Manager Deployment Options
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Luna PCle HSM onboard
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FIPS Level 1 S

Luna or Cloud HSM RoT k160 Standard & HA

Removable FIPS L3 Token HSM
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High Assurance Token HSM
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Virtual Appliance

Clustered
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Physical Appliance

Hybrid
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Hardware Security Module Options

CipherTrust k570

Built-in T-Series PCle HSM
FIPS 140 Level 3 certified

CipherTrust k160

Removable FIPS-validated or
High Assurance Token HSM

CipherTrust k170v & k470v

Luna T-Series Network HSM
Luna as a Service HSM
AWS/Azure/IBM Cloud HSM

CipherTrust k570 Built-in T-Series PCle HSM

| THALES

CipherTrust k160

THALES

CipherTrust k170v/k470v

[~ rnee 0]
: : Cloud HSM

Network-Attached HSM

Holds master keys in a FIPS 140 Level 3 or High Assurance crypto module

HSM can be used to provide better key entropy via FIPS-validated RNG or QRNG
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CipherTrust Development

1 Thales Group
Vot * Leads primary development effort
',T,' : : : ':.'  Seftsrelease cadence and drives feature selection
T BN
100 111 100
T BN B

Thales Group

| THALES |

CipherTrust Data Security Platform

o o e e o

THALES \I
Thales TCT . |
« Feeds federal requirements to Thales Group k570 (T-Series H3M) |
« Adds CNSS & High Assurance roots of trust : :
« Confributes development for gov't features ~ Thales TCT ! !
- Segregated U.S. proxy for federal customers '\ k160 Std & HA K
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CipherTrust k160 Evolution

TN G o T
. e Technglpe:
__therTmst kl8p ;L“f“

CipherTrust k160 Mk li
Launching: Winter 2025

CipherTrust k160 Mk |

Launched: 06 Sep 2022 L 160

Intel Atom E3845 Intel Atom x6425

4x Memory

8 GB DDR3 32 GB DDR4

Trusted Cyber Technologies
CipherTrust k160

©
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secsso |  2xStorage
8 GB S5D 256 GB 35D
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Multi-Cloud Key
Management
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Take Control of Your Sensitive Data Across Clouds

Mitigate data security and privacy risks with separation

of duty between your data and your cloud provider

Centralize multi cloud key management for BYOK,
HYOK and cloud native encryption keys across any
combination of clouds and on-premises with single Ul

U.S. Government
Cloud Services
(‘\ Increase efficiency with a single pane of glass
'_I @

view across regions, and automated key lifecycle
management with a common set of APIs

i i i CipherTrust Cloud

On Private
Premises Clouds Demonstrate compliance with data sovereignty
laws and privacy regulations
2y Google Cloud
Public
Clouds
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Contirol: Zero Trust Governance - Keys and Secrets

Keys (On-prem, Cloud & Saas) Secrets (APl Tokens, Keys & Certificates)

Key management for enterprise Secrets management for DevSecOps

KMIP: Key management standard for storage

and database encryption
Hundreds of integrations

Short-lived SSH Certificates: Use temporary SSH
keys/certificates to simplify secrets management

BYOK: You provide your own keys

Providers have limited access for necessary operations

HYOK: Only you hold the keys e Distributed Fragment Cryptography: Grant
Providers cannot access your encrypted data @ ’remporcry access USing cryp’rogrophic frogmen’rs

4

©

‘ Just-in-Time Credentials: Grant temporary access
to eliminate standing privileges

BYOE: You control encryption and keys entirely
Providers aren't involved in encryption at all

=
=
(7
a
=

AWS, Azure, GCP, OCI, OpenStack, VMware, Nutanix, HyperV
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Cloud Encryption Shared Responsibility Specirum

Cloud Native
Encryption Services

Keys created &
managed by CSP

Thales High Assurance Protection Strategies for Cloud

© ©

Native Encryption Bring Your Own Key

with Tenant Isolation (BYOK)
Basic key Keys created and
management managed by

customer.
Keys hosted in CSP

capabilities for
customer. Keys hosted
by CSP

(®)

Y

Hold Your Own Key
(HYOK)

Create, manage &
store keys outside of
CSP. Managed by
Customer

CipherTrust Cloud Key Management

©

Bring Your Own
Encryption (BYOE)

Create, manage &
store keys outside of
CSP. Keys & encryption
managed by Customer

CipherTrust
Data Security platform

©

Low

THALES

we can all trust

Customer Control

This document may not be reproduced, modified, adapted, published, franslated, in any way, in whole or in part or disclosed to a third party without the prior written consent of THALES © 2025 THALES. All rights reserved.

®

High

16




z

AWS Key Ownership Models

Thales High Assurance Protection Strategies for Cloud
© © ©

Native Encryption Bring Your Own Key Hold Your Own Key
with Tenant Isolation (BYOK) (HYOK)

dWS dWS

dWS

dWS

dWsS dWS dWS
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Google Key Ownership Models

Thales High Assurance Protection Strategies for Cloud

® ® O
Native Encryption Bring Your Own Key Hold Your Own Key
with Tenant Isolation (BYOK) (HYOK)

Google Cloud Platform CMEK > >

Google Cloud Platform EKM

LV

Google Cloud Platform EKM UDE

for Confidential Computing

Google Workspace CSE >
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Microsoft Key Ownership Models

Thales High Assurance Protection Strategies for Cloud

© © ©

Y

pouble Key Encrvp’rion (DKE|

Microsoft Office 365

Native Encryption Bring Your Own Key Hold Your Own Key
with Tenant Isolation (BYOK) (HYOK)
Microsoft Azure Cloud A A
Microsoft Azure GovCloud A A
Microsoft Azure Managed HSMs A A
A
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Oracle Key Ownership Models

Thales High Assurance Protection Strategies for Cloud

© © ©

Native Encryption Bring Your Own Key Hold Your Own Key
with Tenant Isolation (BYOK) (HYOK)
Oracle Cloud Infrastructure
ORACLE ORACLE ORACLE

Oracle Cloud for Government
ORACLE

Oracle US Defense Cloud

ORACLE

Oracle National Security Regions

0 0
3 3
m m
0 0
3 3
m m

ORACLE ORACLE
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Salesforce & SAP Key Ownership Models

Thales High Assurance Protection Strategies for Cloud

© & ©

Native Encryption Bring Your Own Key Hold Your Own Key
with Tenant Isolation (BYOK) (HYOK)

salesforce salesforce

Salesforce.com salesforce

C_oche—onlv Key Service

salesforce

salesforce

Salesforce GovCloud Plus salesforce

Cache-only Key Service

salesforce salesforce

Salesforce Sandbox salesforce

Cache-only Key Service

SAP Data Custodian w w w

Coming in CM v2.20.0
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Post-Quantum
Cryptography
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NCCoE “Migration to Post-Quantum Cryptography” Project

> NIST's engagement with the community to address issues related
to PQC migration

»  Now the largest NCCoE project with >40 collaborators from government, industry
and financial sectors

> Thales was a founding participant in June 2022

»  Thales HSMs one of six HSM vendors performing PQC interoperability testing (2023)
Accelerated Thales TCT T-Series HSM release of pre-standards PQC in July 2023
— Results published in NIST SP 1800-38 (Draft)

> Adding Thales PQC smartcards to interoperability tests in 2025
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MIGRATION TO POST-QUANTUM

CRYPTOGRAPHY

The National Cybersecurity Center of Excellence [NCCoE) s collaborating with stakeholders in the
public and private sectors to bring awareness to the challenges imvalved in migrating from the current
zet of public-key cryptographic algorithms to quantum-resistant algorithms. This fact sheet provides
an overview of the Migration to Post-Quanturm Cryptography project, including background, goal,

challenges, and potential benefits.

BACKGROUND

The sdvent of geanbum computing bechnalogy will rendes many
of the owrent cryptographic aigorithms ineffective, especially
public-key onyptography. which is widely used to protect digital
information. Most aigorthms on which we depend are wted
wewldwide o compersntd of suny diffirent cammun atiam,

Prociiig, dnd shovage wyetem
tomplen becomes available. all pubs

aszocied protocods will be vulnerabie & naﬂw‘srln Itk :-rsseﬂml
to bagin planming for the replacement of hardware, woffware, and
services that use pablic-key algorithers now 30 that information s
protectid from future anacks.

CHALLENGES

= Orgsnications are often unswere of the breadth and scope of
applicanion and function dependencies on public-key cryplog-
raphy.
= My, or maost, of the orypiographic prodiucts, protocods, and ser-
wices on which we depend will need 10 b replaced o significantly
ADET e W) 0T QUARTUM FERIACRMENES Become avaiabie.
Infeemation Systems are nal typically desgned 10 encourige
supporting ragid adaptations of new cryplographic primithes
and alposithms withcet making sipsfcant changes 1o th -
terms infrastructure—reguiring intense mamal effort
The migrabon to post-quantum cryptography witl ikeby ore-
#ie many opersfioral chalienges for organizefion. The new
algorithims. masy not have the same performance o refiabiity
characterictics as legacy algorithers due to differences in key
sire, signature cire, error handing progerties, number of execy
e Wlagrs recuaned 10 v form The algonithes, iy asabsl nFeent
prosseas complasity, ste. A Wuly ugeificant challengs will ba to
LN cornes Bity and inlercperabiity smong srganiations
and organizatonal elerents during the trareibon from guantum-
wuinerable algorithms 0 guantum-resistant algorithme.

*

DOWNLOAD FROJECT DESCRIFTION

This tact sheets prowides a high-level overview of the
proyect. To lesrn more. v the project page

i e e il gowerypte-agiily-conside atiant-
WW

GOAL

The initiad scope of this project will iInclude engaging industry to
omated discovery tools 1o identily
by alpesithen wis, whare
Irr\uu used i depanden iysiems, and for what pufpedet
Once the pubkc-key cryptagraphy ComMpanents and assocabed
5%EtS i the enterprise ane identified, the nest project slemaent is
prioritizing those applications that need o be considered first in
migration planning
Finally, the project will describe systematic approaches fior
migrating from vulnerable algorithmd 1o quantum-resitant
slporithms screds different typss of organisations, asiets, and
supporting technologies

BEMEFITS

The potential business benefits of the solution explored by this

project nclade

Feelping organizations identify where, and hove, public-key algo-

rithems are being used on their infoemation systems.

= EViTigabing ssinrprise risk by providing toods, puidelines, and
practices that can be wsed by organizations in planning for re
placement/updating hardwirs, sofiwane, and servces (Bat e
PO -vulner able public -key dlgorithms

& pechigfing the confidentialily and inbegrity of wensitee snter-
pise data

= supporting developers of products thet use POC-vuinevable
[paliic- by oryptographic algarithms o help them understed
iprofocols and constraints that may affect use of their products

HOW TO PARTICIFATE

A5 3 privabe-pubbc parinership, we are always seeking insights from
tingses, the public, and technology vendors, IFyou hive questions
aoul this projec o weesld lits 16 join Bhe peajel’s Commenity of

Imeres, plase ema! applied-Cyoio- pOCETILIDY
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Thales TCT & NSA Sign PQC

Cooperative Research and
Development Agreement (CRADA)

CRADA for evaluaﬁng CRADA results will be used:

« By Thales TCT to accelerate PQC
the NIST selec’red algorithm deployment
PQC Cl|90l’l’fhm5 When o Assist the Government and other HSM
opercﬂing on an HSM users in understanding the value of

using PQC enabled HSMs to mitigate
the quantum threat
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Premier Member of Post-Quantum Cryptography Alliance

Members
Premier
adWs il Google
CISCO
General
Global A s s
e intellect
QuSecure SANDBOX /0"
Associate
LS H
% WaATERLOO
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NVIDIA.

. KUDELSKI
KEYFACTOR | C THINGS
THALES
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Post-Quantum Cryptography Alliance

To advance the adoption of post-quantum cryptography,
by producing high-assurance software implementations
of standardized algorithms, and supporting the
continued development and standardization of new
post-quantum algorithms with software for evaluation
and prototyping.

Post-Quantum

.. Cryptography Alliance
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CipherTrust Manager PQC Phases 2025-2026
Harvest Now, Decrypt Later: Adversaries are Already Collecting Encrypted Data

PHASE 1 PHASE 2

THALES

Building a future we can all trust

Protect Public Interfaces
exchanging confidential
information is critical.

Examples:
«  Web/REST/UI/KMIP
« CDSP Connectors

Quantum entropy
(QRNG) w/Luna HSM

Protect Management
Interfaces exchanging
confidential information
is critical.

Management Interfaces:
+ SSH & SMTP

Protect Clustering
Protocols as it has
sensitive data
replication:

 Public Networks

* Private Networks

Replacing internal
asymmetric encryption
components on internal
and external networks:

Data in Motion

* Encryption of
sensitive data
pbetween CM and
Agents

* Backup Files

Thales Trusted Cyber Technologies
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Replacing internal
asymmetric encryption
components on private
neftworks:

Sensitive internal
components
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CipherTrust Manager v2.20 Infroduces TLS PQC Support -

> TLS Key Exchange Groups include a list of the key exchange algorithms that the system offers for the WEB interface
during the TLS handshake.

» By default, the following classic key exchange algorithms are enabled:
— 'x25519', 'secp256r1’, 'x448', 'secpd21rl’, 'secp384rl’, 'ffdhe2048', 'ffdhe3072', 'ffdhe4096', 'ffdheé144', and 'ffdhe8192'

» By default, the following post-quantum key exchange algorithms are disabled:
— 'X25519MLKEM768', 'SecP256r1MLKEM768', ' MLKEM1024', and 'MLKEM768’

> NOTE: CM will prevent users from disabling common EC curves. At least one EC curve will remain enabled. As PQC
implementations mature, and support becomes widely available from browsers and HTTPS clients, this limitation will
be removed.

»  One of the following curves must stay enabled:
— 'X25519’, 'secp256r1’, 'X448’, ‘secpbd21rl’, ‘secp384rl1’

T H /'\ L E S Thales Trusted Cyber Technologies
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Thank you!

Evan Pelecky

Senior Product Manager
Cryptographic Key Management

QY 443-484-7076

&5 evan.pelecky@thalestct.com
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